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RESUMO

Com a integracao dos dispositivos IoT no ambiente industrial, possibilitou-se o
desenvolvimento das chamadas fabricas inteligentes. Entretanto, a seguranca nesse novo
ambiente industrial é uma preocupacao crescente. A comunicagao entre esses dispositivos,
diferentes usuarios e o volume de dados digitais transferidos aumenta a vulnerabilidade
dos recursos e dados no ambiente industrial. Visando enfrentar este desafio, desenvolvemos
estudos relacionados a aplicacao de contratos inteligentes com suporte de blockchain para
garantir a autenticidade de identidade dos dados digitais que trafegam no ambiente de
[oT Industrial (IIoT). Neste trabalho, apresentamos a proposta do Métis, uma abordagem
que utiliza blockchain com contratos inteligentes por meio da plataforma do Hyperledger
Fabric para validar a identidade das requisi¢oes submetidas para o ambiente do framework
FASTEN Manufacturing. A proposta foi testada por meio de simulagoes de modo a
fornecer uma camada de seguranca para este framework. A partir destas simulacoes, foi
possivel verificar que a integragao de contratos inteligentes com blockchain é capaz de
prover uma camada de seguranca que auxilia na validagao de dados dentro do ambiente
da Industria 4.0.

Palavras-chave: Blockchain. Industria 4.0. Contratos Inteligentes. Internet das Coisas.

Seguranca da Informacao.



ABSTRACT

The integration of IoT devices in the industrial environment made possible the
development of so-called smart factories. However, safety in this new industrial environment
is a growing concern. The communication between these devices, different users, and the
volume of digital data transferred increases the vulnerability of resources and data in
the industrial environment. In order to face this challenge, we developed studies related
to the application of smart contracts with blockchain support to ensure the identity
authenticity of the digital data that travels in the Industrial IoT (IIoT) environment. In
this work, we present the Métis proposal, an approach that uses blockchain with smart
contracts through the Hyperledger Fabric platform to validate the identity of the requests
submitted to the FASTEN Manufacturing framework environment. The proposal was
tested through simulations in order to provide a layer of security for this framework. From
these simulations, it was possible to verify that the integration of smart contracts with
blockchain can provide a security layer that helps in data validation within the Industry

4.0 environment.

Keywords: Blockchain. Industry 4.0. Smart Contracts. Internet of Things. Information

Security.
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1 INTRODUCTION

The fourth industrial revolution is a new paradigm in the industrial environment,
defined by the integration of cyber-physical systems (CPS) within the industrial envi-
ronments. These systems can communicate with each other and make autonomous and
decentralized decisions (1). This enabled the development of what are called smart facto-
ries, which includes smart networking, mobility, the flexibility of industrial operations and
their interoperability, integration of customers, and innovative business models. However,
these new integrations in the industrial environment bring new security problems, mainly
due to the integration of Industrial IoT (IToT) devices and the large volume of digital data

transmitted within this [IoT environment (2).

A technology that is growing in terms of development and adoption is the blockchain
paradigm. Given the nature of its architecture, the blockchain can provide reliability and
security solutions for different domains beyond e-commerce and I1oT. Recently, several
researchers have explored the implementation of the blockchain in IToT environments,
in order to guarantee the security of the environment’s data and resources. One way to
implement this security with blockchain is by using smart contracts. Smart contracts are
codes that execute the terms of a contract to ensure that certain rules are adhered to.
Thus, it is possible to ensure digital data security of IIoT devices within the industrial
environment through the use of smart contracts in conjunction with a blockchain network
(3).

In this context, the Métis project was conceived and developed as an approach
to provide a differentiated identity authenticity for requests in an IIoT environment.
The implementation of a blockchain network with smart contracts to perform validation
and verification, ensures the integrity and identity authenticity of the trafficked data,
thus enabling to aggregate a security approach to an IIoT environment. The blockchain
network was implemented using Docker images, which provides a test environment for our
experimental results, but our goal is to implement this network with physical peers, so
that if one peer disconnects, the rest of the network is still able to operate properly. The
smart contracts are implemented to define a layout for a valid request, hence any request
that doesn’t follow this layout will be considered invalid. However, due to the structure
of the blockchain network, these validations are expected to be slower than a traditional

approach, such as authenticating identity on a SQL or NoSQL database.

Therefore, the main objective of our proposal is to develop a solution that guarantees
digital data protection, bringing a valuable solution that can maintain the identity security

of an IIoT environment.
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1.1 RESEARCH QUESTION

Based on the elements presented, the question that this work aims to answer is:
“How to develop an approach that can provide a differentiated identity authenticity for

requests in an IIoT environment?”

1.2 OBJECTIVES

1.2.1 GENERAL OBJECTIVE

The general objective of this work is to provide a security layer in the context of
the framework FASTEN, using blockchain and smart contracts, which guarantee the infor-
mation security paradigms, through the Hyperledger Fabric, which is an enterprise-grade
distributed ledger platform (4). This platform is essential for the industrial environment,
to maintain a robust system for IIoT, preventing attacks against industrial espionage,
information leakage, attacks to disrupt a production network, and other situations that
can be fatal for a company. These information security paradigms are defined by ISO
27002 (5).

1.2.2 SPECIFIC OBJECTIVES

The general objective of this research will be reached from the specific objectives,

which are:

1. Develop a research about related works, both on security aspects in industry 4.0
and on the application of smart contracts and blockchain in the industrial 4.0

environment.

2. Check the possibility of using the tools available for the development and application
of smart contracts to support security. This includes both platforms that integrate

blockchain and smart contracts and the option of developing our platform.

3. Develop a proposal for an environment that will be used for the operation of
smart contracts as a security tool, which will provide a unique identity authenticity

validation.

4. Develop the proposed environment, in which tests will be performed to obtain

experimental results to validate our proposal.

5. Analyze the experimental results obtained from the environment and validate if such

results are in accordance with the information security paradigms.
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1.3 ACCEPTED PAPERS

The research carried out by our group allowed us to publish three articles, which
are presented at the end of this document. In (6) it is presented how we can create a
custom network in Hyperledger Fabric, and how to use this network to validate data in an
IToT environment. In (7) we present a proposal of an environment to guarantee identity
authenticity for a transaction within FASTEN Manufacturing. In (8) we further explore

the concepts and the architecture of the proposal presented in the previous paper.

1.4 ORGANIZATION

This document is organized as follows. In Chapter 2 we presented the theoretical
concepts and related works needed for a better understanding of our research. We present
the concepts of Blockchain, Smart Contracts, Industrial Internet of Things, Information
Security, IToT Security, and the platforms FASTEN, and Hyperledger Fabric. Our proposal
and its development are presented in Chapter 3. The experimental results obtained from
the tests in our simulated environment are presented in Chapter 4. And finally, in Chapter

5 we presented the conclusions and future work.
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2 THEORETICAL CONCEPTS AND RELATED WORKS

2.1 BLOCKCHAIN

Blockchain is a distributed database, which was initially developed to carry out
the validations of Bitcoin cryptocurrency transactions, as thought by Satoshi Nakamoto
(9). It uses the concepts of Proof-of-Work for validation, which is a cryptographic
protocol that requires all (or a certain amount of) members of a network to validate any
transaction that is issued within the said network, to prove that a certain amount of a

specific computational effort has been expended and that a consensus was reached.

Blockchain stores its data in blocks of predetermined storage capacity, and then,
when a block is filled, a new one is created and attached to the previous one, so creating a
chain of data or a blockchain. This chain is equally distributed to all members within a
network, so every entity who is participating in a blockchain network will have a copy of
all data.

A blockchain network can be categorized between permissionless and permissioned.
A permissionless blockchain requires no authentication for a new user to join the network.
This makes it so anyone can join and try to issue a transaction within the network, but

the transaction still requires validation from the rest of the network.

On the other hand, in a permissioned blockchain, only those who are allowed within
the network can issue and validate the transaction. This type of blockchain is more suited

for companies and organizations who want to have full control of the network.

These data decentralization and validation protocols make the blockchain an
effective technology against DDoS attacks, with high data integrity and confidentiality,
since, in a permissioned blockchain, only members of a network are authorized to carry

out transactions, and in a permissionless blockchain, every transaction is anonymous.

2.2 SMART CONTRACTS

Although the concept of smart contracts is very often associated with blockchain,

it dates from at least ten years before. The concept of smart contracts was first proposed

by Nick Szabo (10). He defined it as

Smart contracts combine protocols with user interfaces to formalize
and secure relationships over computer networks. Objectives and
principles for the design of these systems are derived from legal
principles, economic theory, and theories of reliable and secure
protocols.

The main goals of smart contracts are to facilitate all steps of contractual processes between

two (or more) parties and reduce mental and computational transaction costs imposed by
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such processes.

Even though the concept of smart contracts is older, it did not attract the attention
of developers and companies until blockchain networks were proposed. The architecture of
a blockchain network enables smart contracts to be developed and applied as automated
protocols to ensure that transactions between two or more entities are valid, safe, and
performed with less effort. These transactions may vary from electronic commerce,
contract laws, business forms, accounting controls, and other business relationships that

are, nowadays, paper-based (11).

2.3 INDUSTRIAL INTERNET OF THINGS (IIOT)

Internet of Things, as defined in (12),

an open and comprehensive network of intelligent objects that
have the capacity to auto-organize, share information, data, and
resources, reacting and acting in face of situations and changes in
the environment.

In other words, the Internet of Things can be described as devices that have the
ability to send and receive data over the Internet, or other internal networks, to other
devices or computers. These devices may or may not have some processing capacity, but
their main characteristic is the collection of data through sensors and sending this data

through a network.

From the moment these devices become part of the industrial environment, together
with the integration of monitoring, prediction, and analysis tools, the Fourth Industrial
Revolution takes place, or as it is also known, ITIoT. This new industrial environment is
primarily aimed at increasing the efficiency of existing production systems, and through di-
gital transformation, deploying cyber-physical systems to facilitate monitoring, integration,

and control between the different components of the production environment.

One of the main factors defining IloT, in addition to autonomy, flexibility, mo-
dularity, and decentralization, are vertical and horizontal integrations. According to
(13),

vertical integration focuses on the internal integration of manu-
facturing companies and aims to convert data, events, and infor-
mation from the real world to the digital world and vice versa.
Horizontal integration, on the other hand, aims to bring together
all the networks of suppliers and customers, thus supporting the
management of the supply chain.
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2.4 INFORMATION SECURITY

To ensure that our information security approach is effective, we use smart contracts

in a blockchain network as a validation tool so that information security paradigms as

defined by ISO 27002 (5) are met.

The tool of choice for implementing smart contracts is the Hyperledger Fabric,

which is a distributed operating system for blockchains licensees (4).

This tool guarantees the information security paradigms as follows:

1. Data confidentiality through channel architecture and private data capabilities.

2. Availability through the blockchain architecture, which distributes data to all nodes

in the system.

3. Integrity through the mechanism of digital signatures of the data that are transferred

in the system.

2.5 IIOT SECURITY

With technological advances, especially in the industrial area, issues such as business
and industrial data security become a concern. As defined in (2),

Industry 4.0 is more vulnerable to cyber espionage because of
smart and connected business processes. Currently, we have seen
the development of well-organized groups of cybercriminals with
excellent skills used to target specific industries, to hack confidential
information and intellectual property.

Among the security issues are industrial espionage, intellectual property attacks,
and DDoS attacks.

2.6 FASTEN

The Fasten Manufacturing Framework (14) was developed based upon pillars from
industry 4.0. The Fasten is a middleware with the objective of developing a fully connected
and scalable manufacturing system, integrating robotics, automation, simulation, optimi-
zation technologies, and prescriptive analysis, to produce projects for unique customers
(14).

Due to the way supply chains have changed with the introduction of the internet
into the industrial environment, the demand for customized products with shorter life
cycles and low volumes per order is growing. The objective of FASTEN is to develop a
manufacturing system for tailored-designed products through additive manufacturing to

meet this growing demand (15).
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The architecture of FASTEN framework is represented as shown in Figure 1. It is
composed of three tiers: the Edge Tier, the Platform Tier, and the Enterprise Tier. On the
Edge Tier are the IIoT devices, which receive manufacturing requests and return responses
such as device temperature and production progress. On the Platform Tier are ROS
(Robot Operating System) (16), FIROS, which helps connecting robots to the cloud (17),
the Kafka topics, which order the requests and responses inside the platform, and the IoT
Data Repository which is composed by a number of databases, like MongoDB, CrateDB,
PostgreSQL and InfluxDB. The last one is the Enterprise Tier, which is composed of
several types of applications, such as monitoring tools, industrial analytics suite, and
management software (Supply Chain Management, Enterprise Resources Planning, and
others).

Edge Tier Platform Tier Enterprise Tier
Smart 5 . loT Data Enterprise
Devices 3 g { Repository Applications
g e 5
I I o || SR ST
Serachs loT Gateway )E g 8! SV ges
! o, &l I= o kura -] & o v
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Robots £ g IoT Gateway 3 2 & (D)
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L] & T 9 < Y
-4 ] z s Tools
f <
q é D)) i 0 15 Grafana

Figure 1 - FASTEN Industrial Internet of Things (IIoT) Platform (14)

The way that a request is treated by the framework can be seen in Figure 2. The
requests to manufacture a product made by an operator 4.0 are issued to the framework,
and then, through an optimization algorithm, they are forwarded to IIoT devices, so

manufacturing may begin.
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Figure 2 — FASTEN Manufacturing Framework (8)
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2.7 HYPERLEDGER FABRIC

Many platforms offer a blockchain network with smart contracts, such as Ethereum
(18), Polkadot (19), Iota (20), among many others. We choose Hyperledger Fabric, mainly
due to its permissioned blockchain aspect, modular architecture, versatility, scalability,
consensus, privacy, and membership services. Another interesting aspect of the Hyperledger
Fabric is characterized by an open-source community focused on developing a suite of

stable frameworks, tools, and libraries for enterprise-grade blockchain deployments (4).

A Hyperledger Fabric network is composed of organizations and peers. Organizati-
ons are the members of the network, and peers are owned and maintained by members. A
peer is an entity that can perform operations to the network. There is also a unique type
of organization, which is called Orderer, or Ordering Service. The ordering service is a
common binding for the overall network. It contains the cryptographic identity material
tied to each member and it exists independent of the peer processes and orders transactions
on a first-come-first-serve basis for all channel’s on the network (21). An example of the

transaction flow can be seen in Figure 3.

3 - Propose / Endorse

> peer0.Org1

y'y ContractlEl
& 5 - Distribute

User

¥

4 - Order

¥

¢ 7 - Response
3

Application Gateway QOrderer

A

>
»

2 - Submit

'y 6 - Notify

1 - Retrieve

5 - Distribute
wallet

¥

A

3 - Propose / Endorse

> peer0.Org2

ContractlEl

Figure 3 — Hyperledger Fabric Transaction Flow (8)

This transaction flow consists of first retrieving (1) the user identity from his wallet,
which consists of his access rights within the network. Then, the application submits (2)
the transaction to the gateway. The gateway sends a proposal (3) of the transaction to all
peers of the network. Each peer validates the transaction, and then, if everything checks
out, the peers endorse the transaction (3). The gateway submits (4) the transaction to
the orderer peer, which orders these transactions into blocks, and distributes (5) these
transaction blocks to each peer of the network. The orderer peer then notifies (6) to the

gateway, and the gateway returns the response (7) to the application.

All transactions carried out on the network are saved in the ledger, which consists

of two distinct, though related, parts — the “blockchain”, and the “state database”, also
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known as “world state”. The blockchain is immutable, and the world state is a database
containing the current value of the set of key-value pairs that have been added, modified,

or deleted by the set of validated and committed transactions in the blockchain.

A differential element offered by the Hyperledger Fabric platform is the channel
concept. A channel is a private blockchain overlay that allows for data isolation and
confidentiality. A channel-specific ledger is shared across the peers in the channel, and
transacting parties must be properly authenticated to a channel to interact with it. This
creates a possibility of privacy between channels, thus members of different channels cannot

see each other’s transactions (21).

2.8 RELATED WORKS

Several studies discuss the use of blockchain and smart contracts as a security

approach, both for IIoT and for scientific provenance applications (22, 23).
In (24), the authors present a proposal of an integrated IoT platform using block-

chain technology, ensuring data integrity of IoT sensors, providing a solution with scalability,
high throughput, low data volume, and transparency levels. The work shown in (22)
provides similar research, but they developed a system to support process management
in the IIoT environment to assess the safety and impact that smart contracts have on
communication between IIoT devices. In (25) is presented how smart contracts can also
be applied as a solution to automate data packet transactions and data analysis service

transactions, bringing confidence and robustness in a decentralized platform.

Another related work is the development of a blockchain-based provenance system
for collaborative scientific experiments, with the aim of bringing a reliable environment

for scientific experimentation (26).

Our proposal differs from previous works bringing an intelligent security layer to
industry 4.0, verifying not only the information of the IIoT devices but also the identity
of the person who made the request to authorize the transaction. In this way, we can
guarantee that only those who are authorized will be able to participate in the network.
This happens both because of the architecture proposed by Métis, and because of the

characteristics of the permissioned blockchain.

2.9 FINAL CONSIDERATIONS OF THE CHAPTER

The use of blockchain as a security tool is mainly due to the difficulty of modifying
its saved data, and as it keeps a history of all saved operations, even if an improper
change occurs in some way, the data is fully auditable. Furthermore, its distributed feature
provides high availability of data. These aspects, together with smart contracts, make the

blockchain a powerful tool, but its large-scale applicability still requires more research to
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find out potential vulnerabilities, as no single solution is a silver bullet for every problem.
In this research, The focus of this security tool is to ensure that the IIoT environment is
protected against unauthorized access to the supply chain, and integrated systems such as

databases, decision support systems, and monitoring systems.
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3 METIS PROPOSAL

3.1 PROPOSAL

The FASTEN framework addresses the issue with the demand for personalized
products, but it lacks an identity authentication for the requests made in the IIoT platform
to manufacture a product. Information security in IIoT is a growing concern, due to both
the processes and the technology that composes it. As stated by (2),

Industry 4.0 is more vulnerable to cyber-espionage because of the
smart and connected business processes. Currently, it has been
seen the development of well-organized groups of cyber-criminal
with excellent skills used to targeting specific industries, towards
hacking sensitive information and intellectual property.

To address this issue, we conceived and developed Métis, a platform that integrates
blockchain and smart contracts with an [IoT framework. For the smart contracts platform,
we chose Hyperledger Fabric, and we used FASTEN as the [ToT framework. Métis acts as
a user validation protocol, reassuring that only those who have been previously authorized
will be able to request an operation within FASTEN framework. The architecture of our

proposal can be seen in Figure 4.
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Figure 4 — FASTEN Manufacturing Architecture with proposed blockchain network (8)
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We developed the security platform within the framework, acting as a filter to
all requests before they are issued to the edge layer. With this blockchain network, we
were able to increase the difficulty of the attempts to directly access the edge layer. As
a result, hijacking or hacking of these IIoT devices is harder. All transactions issued to
the FASTEN framework are redirected to our blockchain network after the optimization
process, where Métis can then validate all information, such as who issued the transaction,
which is the IToT device, and which operation is being requested. Then, if the transaction
is valid, it will be forwarded to the IIoT device to execute it. We also keep a record
of all transactions, whether valid or not, in a database so that we can keep track of all

transactions and unauthorized attempts to access the platform. This workflow can be seen

% 3 - Request Transaction

5 - Return Transaction Reponse

in Figure 5.

[=}
<7« HYPERLEDGER o OD PR fon {f;‘
- Return Transaction Reponse
¥ FABRIC ™ > @ FASTEN
z

Blockchain Network FRAMEWORK

T 1 - Register Authorized User |

2 - Register lloT Device

4 - Verify Transaction

Repository

Figure 5 — Workflow of proposed blockchain network integrated with FASTEN framework

(8)

First, we register the authorized users (1) in the blockchain network, and then
we register the IIoT devices (2) in our repository. After that, when a user issues a
transaction request (3) to the Fasten framework platform, this transaction is redirected
to our blockchain network, where the transaction is verified and validated (4). Then, the
transaction response is returned (5) to the Fasten framework, and the framework returns
this response to the user (5). This response is also saved in our log repository (6), regardless

if it was valid or not.

3.2 COMPUTATIONAL ARCHITECTURE AND DEVELOPMENT

To initially test our proposal, a simulated environment was developed, in which
the structure of a request received from the FASTEN framework would be replicated and
which response would be returned to the framework. We chose to develop a simulated
environment to test our proposal because the integration with FASTEN proved a little

complicated, more because of code impediments.
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The first step in this environment is to start the network. This process was executed
automatically by scripts provided by the Hyperledger Fabric, which initialized docker
images containing the network components (organizations, peers, orderers, and certificate
authority). Then the administrator is enrolled in the network. This step is necessary to
ensure that further users can be registered since the administrator is needed for adding
new users to the network. After this, we register a new user to the network. Since only one
value can be assigned to identify a user, we used a UUID (Universally Unique Identifier)
that would identify each user. For testing purposes, this value was filled in manually via a
form in the interface, but it is important to note that this would not occur in a production

environment.

Subsequently, as can be seen in Figure 5, we registered the information of an IIoT
device in our repository, with a UUID for the IIoT device as well, treating it as a resource
of the platform. At this point, Métis is ready to handle the requests issued by a user. We
receive the information of a transaction and validate its content. We consider a request to
be valid if the user is registered in our blockchain network, if the IIoT device request is

valid, and if the operation requested to this device is also valid.

If the request is valid, the transaction will be issued to the blockchain network,
and then the network will validate our request based on our smart contract or are referred
in Hyperledger Fabric, chaincode. This chaincode contains the values we want to save
in the transaction. We have chosen to save a unique identifier for the transaction, with
which we can refer to it, if necessary. Also both user and IIoT identifiers, the operation

requested to the device, and the current timestamp to track of all transactions performed.

Regardless of the transaction is valid or not, we save it with its result in our
log repository, so we can verify all attempts to access our platform. We assigned the
corresponding result to the log entry according to the response received from the blockchain

network.

3.3 FINAL CONSIDERATIONS OF THE CHAPTER

In addition to the challenge of integrating our proposal with the framework FASTEN,
the Hyperledger Fabric network configuration was another challenge, as it requires a high
level of attention in the files, to the point of having problems if there was a difference in
uppercase or lowercase characters. Because of this complexity, we also chose to use one of

the sample networks that the Hyperledger platform provides.
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4 ENVIRONMENT AND EXPERIMENTAL RESULTS

In this section, we will present the simulated environment and the results from
the experiments carried out in our simulated environment. We tested possible request
attempts that would be issued to the FASTEN framework and the behavior would be

expected in each case.

The first simulated environment was developed using a personal computer!. This
environment provides flexibility to our initial developments. However, for more comprehen-
sive simulations, in terms of data science research, we are developing efforts to execute
at the NEC Tsubasa, similarly to a previous research from our group (27). Targeting to
develop the simulated environment that would handle both the blockchain network and
the request and response of the transactions, we used Node.js integrated with MongoDB.
An interface was developed using javascript, in which the request data that would be
forwarded to the devices would be filled. In this same interface, users authorized to carry
out transactions would be registered, and IloT devices would also be registered as resources
in the MongoDB database. We anticipate four possible cases, depending on what data
would be received from a request. The first case is what we consider a success, in which
both user and IloT identifiers are valid, and the operation requested is also valid. In this
case, we expect to succeed both in getting the user from the blockchain network and in
successfully saving the transaction on the network. In the second case, we treat it as an
invalid request if the user identifier cannot be found on the network. This means that the
user is not allowed to perform a request on the platform. The third and fourth cases take
into account the IloT device identifier and the operation that this device can perform. If
any of these values are incorrect, we treat the request as invalid. The flow of each of these

cases is represented in Figure 6.

Authorized
User

<% HveEmEDGER QD nnnnnnnnnnn X
& FABRIC ™

Blockchain Network
nnnnnnnnnnnn

nnnnnnnnn
RRRRRRRRR
TIoTPKI

Task 30

Invalid Transaction - Invalid User

Invalid Transaction - Invalid Task

Figure 6 — Transaction flow (8)

! DELL Inspiron 14 3442 notebook, 8GB of RAM and a Core i5-4210U 1.7GHz processor, with
1TB hard drive
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In Figure 7 we present the simulated interface for the Operator 4.0, in which he will

create a new request and issue a transaction for the blockchain network. We simulate some

requests, and the behavior of Métis is shown in Figure 8. The valid transactions can be

seen in the green rows, and the invalid transactions and respective statuses are represented

in the red rows. The third and fourth cases take into account the IIoT device identifier

and the operation that this device can perform. If any of these values are incorrect, we

also consider the request invalid.

-

New Transaction

User PKI €146d52dcdde48649540a88¢7a59713d
3 Transaction
lloT PKI: 1edcabb6654e42b5b8776d63920e3d47
Task print

Figure 7 — Métis 4.0 Operator Interface (8)

As stated before, all transactions presented in Figure 8 were saved in our log

database, but only the successful ones were stored in our blockchain network. This ensures

that we have a history of attempted transactions performed and that only transactions

with valid parameters were performed.

Transactions

UserPki
e146d52dcddc486d9540a88c7a59713d
e146d52dcddc486d9540a88¢7a59713d
e146d52dcddc486d9540a88c7a59713d
e146d52dcddc486d9540a88¢7a59713f
e146d52dcddc486d9540a88¢7a59713d
e146d52dcddc486d9540a88¢7a59713d
e146d52dcddc486d9540a88c7a597132
e146d52dcddc486d9540a88c7a59713d

lloTPki
Tedcabb6654e42b5b8776d63920e3d47
Tedcabb6654e42b5b8776d63920e3d47
1edcabb6654e42b5b8776d63920e3d42
Tedcabb6654e42b5h8776d63920e3d47
Tedcabb6654e42b5b8776d63920e3d47
Tedcabb6654e42b318776d63920e3d47
1edcabb6654e42b5b8776d63920e3d47
Tedcabb6654e42b5b8776d63920e3d47

Task
print
printing
print
print
print
print
print

print

Timestamp
1625522496118
1625522540812
1625522573408
1625522601316
1625522622592
1625522718571
1625522737258
1625522753848

Figure 8 — Simulated Transaction Results (8)

Ilf

Status
success
invalid task
invalid iiot device
invalid user
success
invalid iiot device
invalid user

success
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4.1 FINAL CONSIDERATIONS OF THE CHAPTER

The test cases presented take into account only the most important data that are
part of a request in the FASTEN environment, but improvements can be made if necessary,
and new fields can be added. The proposal is strongly based on the smart contracts aspect
and on the architecture that the blockchain network itself provides. Still, the Hyperledger
Fabric structure has a high degree of customization, so future changes to suit a more

robust solution are feasible.
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5 CONCLUSIONS AND FUTURE WORK

This research presented a differentiated identity authenticity for requests in the
industrial environment, called Métis. There is evidence that blockchain technology with
smart contracts has several facilities to offer to the industrial environment, acting as a

layer of security to protect resources, in this case, IIoT devices, from unauthorized access.

One difficulty faced during the development of this research was configuring and
using a Hyperledger Fabric network. Due to its complexity, we chose to use one of the
standard network examples offered by Hyperledger Fabric. Another difficulty faced was
integrating Métis platform with FASTEN framework. This is because FASTEN uses
Kafka topics, and this would increase the complexity of the development of our platform,
mainly in communication with FASTEN. For this reason, we chose to develop a simulated

environment to perform transaction testing.

As future work, our group intends to improve the validations and processing of
request data, to ensure a viable security solution for the IIoT environment. We also aim to
integrate our platform with the FASTEN framework, to carry out more elaborate tests and
develop a more robust solution. With this integration, we intend to develop the blockchain
network with physical peers and test the possibility of using the edge devices as peers for

the network.
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APPENDIX A - ACCEPTED PAPERS

.1 Uso de Blockchain na Industria 4.0: Uso do Hyperledger Fabric no projeto Fasten -
ERSI-RJ

Na Industria 4.0, a seguranca da informagao, principalmente na comunicagao entre
maquinas do meio de producao necessita ser explorada. A comunicacao entre dispositivos
IToT (Industrial Internet of Things), tem um alto indice de vulnerabilidade. Neste
contexto, o projeto FASTEN apresenta uma solugdao de comunicacao entre dispositivos.
Porém, a falta de seguranca dos dados ainda é um desafio. Este artigo apresenta uma
solucao, considerando os preceitos da tecnologia de blockchain, para tratar a seguranca
da informagado no ambiente industrial, considerando o projeto FASTEN melhorando a

seguranca na comunicacao entre os dispositivos I1oT.
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.2 Métis - Uma Abordagem de Autenticidade Diferenciada para Ambientes IIoT - SBRC
2021 - WBIlockchain

A seguranca no ambiente industrial é uma preocupacgao crescente desde a inte-
gragao dos dispositivos IoT Industriais (IIoT). A comunicagao entre esses dispositivos,
diferentes usuarios e o volume de dados digitais transferidos aumenta a vulnerabilidade.
Visando enfrentar este desafio, desenvolvemos estudos relacionados a aplicacao de contratos
inteligentes com suporte de blockchain para garantir a integridade da autenticidade de
identidade dos dados digitais que trafegam no ambiente IoT Industrial (IIoT). Portanto,
neste artigo, apresentamos a proposta do Métis, que representa uma abordagem de auten-
ticidade diferenciada e que foi testada por meio de simulagoes para fornecer um cenario de

seguranca para um projeto real da Industria 4.0.
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.3 Métis - An Approach Utilized as Differentiated Authenticity Tool in an IIoT Infras-
tructure - 3PGCIC 2021 - IoT Computing Systems

The security in industrial environments is a growing concern with the integration of
Industrial ToT (IToT). The communication between devices, diverse users and the volume
of digital data transferred increase the vulnerability. Aiming to tackle this challenge, we
developed studies related to the application of smart contracts with blockchain support
to guarantee the integrity of identity authenticity of the digital data that travels within
the Industrial IoT (IToT) environment. Therefore, in this paper, we present the Métis
proposal, which represents a differentiated authenticity approach and which was tested

through simulations to provide a security landscape to a real industrial 4.0 project.
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